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3)Administration
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II. TYPES OF COMPUTER NETWORKS
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2. Local Area Network
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3. Metropolitan Area Network
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Metro Area Network

Metropolitan Area Network
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4. Wide Area Network
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3) Frame Relay — packet switching ®2 S AFgsl= dXxd e F AQde =84 ¥
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5. Internetwork
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III. NETWORK LAN TECHNOLOGIES
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IV. COMPUTER NETWORK TOPOLOGIES
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1. Point—to—Point

Data Flow

2. Bus Topology
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TAde 4Z Lo = line terminator 7F Yt} HolEHE ©XH
BUA 7o) gt Hof mdetxbreixl, HuYolHE I SAAMSZHEH & HolH
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3. Star Topology
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. Layer—1 device such as hub or repeater
. Layer—2 device such as switch or bridge

. Layer—3 device such as router or gateway

Star Topology
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V. COMPUTER NETWORK MODEL

s+ software, firmware, chip level engineering, hardware, electric pulses &
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1. Layered Tasks
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gojol= I dFE AHgste] vl Bo e gojote] dgdn. wrd I AR M
2 golotell A AlFtETH, Aol o] o] Fojin

- F_, S _I —— > Laye i
-~

Layered Tasks

Zy7y glolole AAEY dF-E Fdsted 8 e A Z2EE, 81 WHEE
7FA 2 k. BE #lo]oli= encapsulation header ¥ tail & 7|Ho =R AAE9 A=
214 g}

b =N 64 .
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2. OSI Model

Open System Interconnect © EE B2l A|28S 93t /|3d ol OSI 222
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OSI Model
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2)Presentation Layer:
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3)Session Layer:
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Ql5o] o]FofAH, TAEE o] AAHAS FAFOZHA o {FAAZE FF YAl AFE
R P =


USER
강조


4)Transport Layer:

o] #ojole TAEE 71 end—to—end HEE A X},

5)Network Layer:

of glojob= UellM TAEFS] oj=da @ Ade 1.

6)Data Link Layer:
o] #ojols EAXNOREE HEHE EE E4
S o, FA dds o] dAlelA X HT

7)Physical Layer:

o] gojy+= YS A 38F= hardware, cabling, wiring, power output, pulse rate etc. <

ol g},

3. Internet Model
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dojolz FAE AU 2d ojt}, OS] 2de Aukxl F41 mdojxrl QY wdo
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Internet Model

1)Application Layer:
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2)Transport Layer:
o] gloJoli= oJ@A HlolH 7} SAEE (A FEEHEXE Aot} o] golold

= F983 LTEEFo] Transmission Control Protocol (TCP) o]t} o] #o]ofol A+=
S2EET AGH dolg e A7 2=X], 183l end—to—end delivery &
o] FoH=AE Elsi

3)Internet Layer:
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4)Link Layer:
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VI. COMPUTER NETWORK SECURITY

AUl Z7]d] o]A9 A& AT /Y HHoRT Juot dEgor A gE AT
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1)Interruption
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2)Privacy—Breach
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ANFH AEA7F R ALY v dlolHd dste] 7F=Ad 4 Aok

3)Integrity

of gIgol= FAY gl WEe wARAY xgel EgE
Hul& Eﬂ olHE FitolA ZIEZA gl EEE dHelHE WA A
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4)Authenticity
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A% #95 FAT 0 A g,

59 ousl 7|EE 100% HHFA &t JEM dolH 7 bdekA] Xk Jeolu
YIS ARgSlE B9 IS HEsr] f3t 2AEo] FHHA # 91‘?} 7 dy
Alg¥ = 7] o] Cryptography ©|t}.
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Sender Receiver

Cypher-text

Encryption

Decrwption

Cryptography
gzete FUT BiEe] HolEE olssAL BN oJHA 9ER weE Aol
LEY o] 7hed oy 7HA & LagFol EA8H, o 2k

. Secret Key
. Public Key
. Message Digest

1 )Secret Key Encryption

FaAe FAA 2R G e w718 Zerh o] MY Al FAA FHoA
Holg s dustst=t]l ARgHET. dHolgrt dustd 5, oZA& ¥ =Fjles F
FAAFA A BT AR vl 71E da glers dsstE dHolE #HFe

S5 5 glok

2) Public Key Encryption

of AZRNA, mE A e H IS AR e ghe et
Aol mE AE dm FH e wEHA gtk v Jls giel, RE A4
Az g wH 718 e 34 Jls @4 FHoew A HolHs
gFEstely] fetel AT AgAT AA dEsE dolHE AFRe W, 1t
AA9] W 718 AFgste] RS A7 AET F k.

3) Message Digest

of WAt AR doEHE wulx @rd dadl @A @42 ANA wan,
A%l AF ol8AE Ael A4 ke Add thed] ww AFE A% wadd
Fo] gro] FUSTHA, 1 dlolH: AEHD 18A Wrh AREh

[¢]

6) Hash function — Jol&el 37|19 HolHE AR =7]9 dHolEHE map st=4)
R ool oo ARY &E A @ A4 Ao
van A5 dolEel £rde FAsHY ALg
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USER
스티커 노트
symmetric cryptography:동기식 암호
why: 데이터 암호키와 해독 키를 같은 키로 사용.

USER
스티커 노트
asymmetric encryption.
두 개의 독립된 키를 사용: public key와 private key.

USER
강조

USER
강조


VII. PHYSICAL LAYER INTRODUCTION

OSI waol A #el¥ dlolobs WAl p=dlolst As WSl Jaassirs
s dae ok YA fololi AAw T Y Am dE 2EHcdE EYHow

AZAA 7= OSI ¢ FY3t doJojrt. o] HololoA] =)o) FH], cabling, wiring,
frequencies, ©]% A& E YEI=dH AFRE = pulses 52 A 93t}

=84 fo]ol= Data—link do]ole] Mu|~E A sk}, Data—link #lolol+= &84
dojol2 ZHJES AT} =24 #olole= 1 S ol deolHE ndHE 7]
g HAANY, 29 gl 1 o] HolH & 2 &l A,

ru

2 m\n

1

A
I
BB oA

1. Signals

o7t E214 vz Huld uf, 2ALS A7) A2\ vpoiol st HlolE
O AR E QI SAF pe old@elAY taze mAdxd fxgd 4 9t
of @ ot T E dlolE BT txdolu ofd 2 A5 ® g¥E 5 Qo

1)Digital Signals:

UAY AsE 484 oliHeln A%y Agh BAE deid dAY AsE A
RES EREERPUPIRIIE

2)Analog Signals:

Fo®

ofdz At Aol A%E 93 ;

FA

5=
o
fr
i,
2
0,
lo
R
rO
Jp
X
[-40
N,
_>|i
~
1=

2. Transmission Impairment

AErk MAR dgd W, a5 WA= A9 vk elzle
dQlow WA Gk

dlo
B=)
yh
rlo

1)Attenuation(Z4]):

SAAA Az delgE ] gt 1 AEt
MAE Ba AgE o ofsia= Aol k. Awlt Folu

| oiw
Mo
ol
oy
:Oé
o
o

2)Dispersion:



A5 viAE Fd A29E W, 3RS FHAAY BAus Age v Axel
e AHgE Fuol weh 240

3)Delay distortion:

Mo AR AER Fxe FIgZ ufA e BT 9l A5 £
Fhoh R gt 0 AsE e wAow B4 - .
OA" WAA, oW WESe] on wal A% mr W wgdtd oze W
EERL)

4)Noise:
olF2 Iy YAYE AlFoA deold wrejel EokbgS Frgolwtal Eeh, oA
Agr = AAQAARE A, o= ol

AT

(4—1)Thermal Noise:
de wol=2E fFoAZ

wol=E 9 = gloh

AEAG =g A o= $EAA, Aol 9@

b
¥
rr
r

(4—2)Intermodulation(F32] A5 HZE):

Bpel FusE @ WA FRE W, olRE el 7ol wiAel
ST o] molxi whel o Mz o Fagvt shel AR
IRE F9 St Uy g :
e Awks AgEA g 4 9l

N ok
TS

¥ b I
fr 2

il
s
LS
Bt
offt
ol
20
>
&
rlr
o
g2
.
iih)
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fu
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o
20
rir

(4—3)Crosstalk(Z4):

old Fg9] mol== oY AlZz7F wiAel 7lojs d
Az7F o wAle] Al e 1A 7] wEel T

(4—4)Impulse(Z37):
o] o]z " AHY|, ¥, wil BEREal 70 p)AA Aol H

T
dolE= o] mol=o thiito] d&FS Wt

O~

sz A YA

3. Transmission Media




s
% 3

B Al2wl o] ARE wy
Sk

S

Fe oAE A% wAe pan, §

T 7HA et
1)Guided Media:

ExPN

BE £ spojol/7e] 2
R ERREREE!

S UTP, coaxial cables, fiber Optics # & A X wjA o]t} o]
/‘]X}‘“ ;‘]Xq AZAHY aRS S ARE AF(FE) S}
2)Unguided Media:

FAoly T

A A RET T oolRE A4 e omd AddE
7] wEelth Aui FFom Webd FA/E 2x; Qi vk s £a8 &
o]

A

4. Channel Capacity

AHAFS] S5 ) S gAY EoloA = date rate =
Askel, g3 o] a4 g A Ht
. Bandwidth(F3}4~ 9|4

) 714 A =284 $HA.
. Error—rate: 7} <19l

Loz
. Encoding: A|14€-&

5. Multiplexing

HEZ oD B A= Baol doly AEUES
o] AMANE 2ERES WEZ
WolA] thE B

Eistel muje JHE w
daz g

H= Es]‘]jl'
AA37] 9138k multiplexer (MUX)9} WA Z5E HAHE
AR 2 XA AFE de—multiplexer (DMUX) 9} 28

] 2 Eﬂ

sh=glol s

6. Switching

29 old Fud A4 AdEA & ZHAZ HolH/ARE BulE fAYZEelth
YES A4 949 ARYozRE dolHE wold AL AFsta BAF o,
EAX ] 7F kel Y F WAL 7R B 7SR FAE



29190 MFE ey 2ok

Packet Switching

Switching

1)Circuit switching

A7 = H ol wm=Eo] FAl Ao, F 7H =EE Y H1E T2 o AEHZH=E
TFEEE S 4tk A S full bandwidth & B S EA Ado] o] Fof o}
Aol A&GHET, AAloA= sl =Ese] E84oR sty 7|22 AZ4dH AAHH
2}-s sk}

A7 294 e BEe dlzi 2719 otz A3t Yolth 3 AgslavE thE
A2 B3k olFold ), Astw@sle] g o
A& RS T A7) AbolelA] AN A AS BHE

2)Message switching

HAI A A9HS FHe U3 $E(one hop)E HIAAEC] d¥HE HAAR
FEAZ|E 2913 Walelt) o3 Uy s3Al, 238, AEgALoA ALE-SA T
wAIA] 29 A AL Ao = wjF]l 291X e AF A9 Yo gioto g AR A

Atk 7 dAAE 5HE QEHEZ FHFEu 72 dAAel= o=y ARIE EEE
o, ZF 29 XJo|A o] ARIE X U, AEHoZ s 29Xl AgE},

U 7o wet, o WAIXES dHolHI7F & 22 FAHoR Ay A &v|e st 7t
H A 2] = S 29HAHE AEH7] Ao, RAM 9 sHAZ sty dAZ st=g o
AAE T}, o]k o= <Qlste], o] A S 'store—and—forward' network 2} F-=7| % gk},

olld e HAIA] A9HS AFESE UlEAQ] ofZolth. T AFH Ho AAIZE dlo]E
HAgo] o] Fox|x|qt ol d& HAEst=d = dol7 589

3)Packet switching

B2 294 FATEA FA A
A% delHE shzeletn Rt



Holt}, FF 2932 Yo a8y ARAES SUA7IY, 5L oA 25sts B
Z 9] 7144 g3 (convergence)S 7} 3t

AL e} Holzeg FAAEY dde] FARE st=dojd oF), sjFlo] HAX=R
Aggsl=d AFRE T Ho]EEE o] Zo| A W slo] AF8-SHU}

7 ~9HE 1960 Ahe} 1970 Aol /L= on, 2714 X.25 ¢ ARPANET oA
de] AFSHAY. S5 oA QY giFEe LAN oA AMSHE 7|EF T]eo|t)

g4 fojga Hat ok ofd BMAAMEAIe 4% A4 Tzl

7 29 HL tlolg 13 2~9]A <2 connectionless(H] 1 A) packet switching ¥} virtual
circuit switching ¢! connection—oriented packet switching &2 % 7] % gt}
HAZd ZZEF9 o &% Ethernet, Internet Protocol (IP), 12|31 User Datagram

Protocol (UDP)o] Qa1 AA—-Ag4 L2 EF 2= X.25, Frame Relay, Multiprotocol Label
Switching (MPLS), Transmission Control Protocol (TCP)”7} 1t}

A mEoM, 7h el SR FaYRE Sejdrh o] AREL AULow
BeE Hog 1 Adl WEe A% 08 F2E Asdd aAdon ddnA e
72 Qe BAX Fa AR Fh, EE WEE TP ok £ 139 W WEst
E39 FE Aok o1& we] BAAR b= o A8A Ao B AN
o)A, Relo] HAA/HelEE el SN BAR SulE SAR AN A
AA-AGH Aol oW ARe B ALriEe] AL g9, q9ssE Ao
Z7te] @l wEo] AAAAE LTUY o] ARES FiAYunvhe Ad AuxE
cgeta glov], A= EAESE 4L Wold #AUZ adn odeE APSwA


http://en.wikipedia.org/wiki/Connectionless_communication
http://en.wikipedia.org/wiki/Connection-oriented_communication
http://en.wikipedia.org/wiki/Ethernet
http://en.wikipedia.org/wiki/Internet_Protocol
http://en.wikipedia.org/wiki/User_Datagram_Protocol
http://en.wikipedia.org/wiki/User_Datagram_Protocol
http://en.wikipedia.org/wiki/X.25
http://en.wikipedia.org/wiki/Frame_Relay
http://en.wikipedia.org/wiki/Multiprotocol_Label_Switching
http://en.wikipedia.org/wiki/Multiprotocol_Label_Switching
http://en.wikipedia.org/wiki/Transmission_Control_Protocol

VIII. DIGITAL TRANSMISSION

doley AR F 741x whHo R AZAHTh analog ¢ digital. #AFE| A tlo]E =
AL&37] 3o+ discrete digital form = F o] lojof gt} dlo]Eje} H]S=3}A|, signals
W3l analog Y digital form ©]ojof @t} HolHE UAER HAEst7] YA, WA gAd
FJEE RS A oF g,

1. Digital—to—Digital Conversion

oAl YAE d"HolHE YXAY Aad=z WHEA 7= WHA s dolrRzA T 7HA
"k o] 9t} line coding ¥ block coding. B5 FAlo] A line coding & H<=A o] X"k block
coding = A e & o]t}

1)Line Coding

A" dolgE tx" Aadz WA 7|E 2xE Line Coding ©l# vl A"
doleE 27 R o] gomz YRAoZ 153} s dEoz gAY AZE),

Sender Receiver

----------
----------

----------
----------

Digital Signal

101011..10
Digital Data
>

Decoder

Digital Data

Line Coding

2)Block Coding

FAE data frame ¢ A3AS BASE7] 931, redundant bits & AFg3ch =
So], &4 98] g (even—parity) ol A, one parity bit = frame even o U= 1 £ AXl
F7F st} wpeba] vlES] o] 427t F71s Block Coding o] H-2tt.




2. Analog-to-Digital Conversion

Microphones 2 analog voice & 12]3l camera + analog videos & F &3}

o] A& tJXE dlolE &2 A3y Yeirs txd wslo] H a3, - -
Analog data & W= % deolg whde], TXEe ot dHelEelth

ol HdS fXxd dolgH = WHIA 7|7 984 = Pulse Code Modulation (PCM)S
AbgEto]of sith PCM 2 7H8 ddbAQl w9 shvtolw | 3 7FA1 9] @A |7} St}

. Sampling

. Quantization

. Encoding.

1)Sampling

—

Analog Signal Sampling

analog signal & EE EE Time interval & M= 3ch MZS oA 713

analog signal = A= 3}

2
7 )7} wofe} g},

2)Quantization

1 = i
o—: : :
:D P E i e —e—T |

Sampling Quantization




Sampling = A&AQ1 ofd=2 1 AJT1d 9] o]ikd e E 7““3}. o] Hf-ol, BE

A o}
ojAbd Y-S oldR I A adE FTEHAIA EoJFH Quantization 2 HO1Y % #
Aol FE Zk Atolol A o] Fo{ Xt} Quantization < instantaneous analog value & A}

o]},

=l

AV

3)Encoding

P9 : :
: 3 =9 >
4 nE —_—o=? 11010110 10110100 .. 11010101
Quantization (:’l> Encoding
Encoding

71z gtst=d oA, ZF AMA = o] Ewio g WItE

3. Transmission Modes

transmission mode o)A+ + FHFE ol "oy AESHIHS AAZIT 1s 3
0s 2% o] HolHE F 7F# Z=2 XUt} Parallel ¥} Serial.

1)Parallel(*§ 2 Al) Transmission:



E

F s

Hl@|rl@H|le|H]o

Receiver Sender

o WEE 1gE Aold 1FEE 2450 Yk A @AM E o FU
dole] Zelel %48 2m WEAew dAdse] A Mo wE welew el wE
HMES Wt 7 oolf agelt dold el g mEe] S/ BAsts] wEe,
AR M= IOl TS de] e

o= 9t} Parallel transmission ¢
agoled Zojy, G HHAoR HolHE RUER wires o H]Eo] WA= 0]

o

2)Serial(R1= Al) Transmission:

serial  transmission oA  HEE $£xpFo=w yEs] BT Serial
transmission o A= ©A] 3 7fe] FA i dwto] I Q st}

Receiver Sender

Serial Transmission

Serial transmission < 7|23} H]F 7|2 02 o] Fof Xt}



(2-1)Asynchronous Serial Transmission:

olFol sk AAH, timing ©] TasHA = WAt HelH-HEE 5EF
& 7HAAL gl A e Akt & HlolE HEZ ¢=d

i)

(2-2)Synchronous Serial Transmission:

synchronous transmission ©°lA] timing < F83}c} dvkstd A2 & d o] g
HIES Qs wAYSFe] EA6HA] %7] wiitoltt. ojw 3l pattern o]} prefix/suffix
method ©] §lt}. synchronous transmission 2] #HL&  31%0]w,  asynchronous
transmission ol 4] 2] & extra header ¢} footer bits o] tha+ ojwal H = glth= Aot}



IX. ANALOG TRANSMISSION

oldz 1 wt]o]lE tlXE dolEE Ruy] 9, oldza Al1dS WMIA| Aok

=

dolg :Emgel wel 5 74A] Alo]=7F Q)

1.Bandpass:
e 5o BN Fu+E FdEsta d2A]7]+=d AFE-¥ Y. Bandpass &

=
AHE A9 Ut Fhse] Mol

2.Low—pass:

Low—pass + low frequencies signals & Zd3sl= g olt}

txd  ©lo]ElE bandpass analog signal = W73 uf digital-to—analog

conversion ©|#} Y211, low—pass analog signal < bandpass analog signal = W7 o

analog—to—analog conversion ©] 2} H-Et},



X. TRANSMISSION MEDIA

transmission media & A4l FAlo] o]Fo]X|+= WA] physical media ©]t}.

1. Magnetic Media
YHE ol dOlEE AT MY BT P Fo sk vl Bge) Aol

A A RS A v, 3 ZEHolAAdA trE ror EEFor AFIIE
Foltk, a1&o] QIHY Alg]l o5y H|E 2ol ’5‘}135}+, dolg o] ++E7F & W,
ul 1y el wf A S AF-&3C}: magnetic tapes YW magnetic discs.

1) Twisted Pair Cable

twisted pair cable> 7 79 Zgtrg o2 7t SA0=E FHof glon F Ao] moA
ste] FEHE o]Fa Stk o] F A FA &A Sy AR Aads AFsha,
UM RE=  HA(ground reference)& o= ALg3c}h AHAAM  7HY  twists =  noise
(electro—magnetic interference) ¢ crosstalk & =o|=4H =w°] Ht}.

T F59 twisted pair cables ©] it}

. Shielded Twisted Pair (STP) Cable
. Unshielded Twisted Pair (UTP) Cable

STP cables & #5902 Yl twisted wire pair & ¥©] 12™ noise ¢} crosstalk

gl iy,
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UTP & 7 719 7Ztelae]lE zta glow, 7Z47be 583k & 5o 9 A Tt computer
networks | 4, Cat—>5, Cat—5e, 18] 3L Cat—6 cables ©] 7}& o] A% UTP cables &
RJ45 connectors o] A4},

2)Coaxial Cable

Coaxial cable = F 7} 213 o|th. SAlol& core wire 7} 1o, LAl =A|=
go] 9t} Core & AAE = AE 4 (sheath)® 7S] At 5 WHA wire = sheath =
ARA Qo ok AA sheath = ThA] 4] Q) o] A RF= gAY ¥HoZ Yo

o3}
2R

Coaxial Cable

olglgt FxE <lste], coax cable & FE& FHFY AlE2ES AT F oA,
twisted pair cable Bt} -8ttt o]A 8 I&H FF= noise ¢ cross talk o] ¢-F3
Holw-S AFdel FHML 159 450 mbps 7HA1 8] FuhE Fo] o] Fbe }u}

3)Power Lines

Power Line communication (PLC)¥E HlolH Al2dE& AFstr] fste] AdE&
AFE-3}+= Layer—1 (Physical Layer) technology & AF&3%t}. PLC 94, modulated data +=
Aol B2 HUXY. 2 #o A= A= I HolHE de—modulates Z18] 3L interprets
Ela=s

4)Fiber Optics

Fiber Optic & 29 AA = 253 | A ZF(critical angle) &% H]@ o, 90 =&
=4 F. o]yt AAo] Bl A A}%Q Qlt}. fiber optic cable ¢ AL FES
v Zgtago g vtEr, 3 2 oA ‘3—101 WALEE, S we A9 oE, UE &
Lo 9= 2 7HA]7](light detector)ell =7](light stream)E ©X|3}o] A7] dlo]g =
H A 71T,

kg
e
o

_>L
E
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Fiber Optic & Z311£L& A Fdln, F+ =2 Ho] ¢lth 31} single mode fiber ©] L,
T 3y} multimode fiber. Single mode fiber & @Y Y& $4HFsl= ¥HH multimode &
B0 dg HdEs

Fiber Optics


USER
강조


XI. WIRELESS TRANSMISSION

Wireless transmission < unguided media ¢ 3+ 3] o]t}. Wireless communication <
T 7 ol 717] Atole] HAAHE ojwgt B8l HAE EAlSHA] fevh T AJadEe
FFom AN, AAF e o8] +PHT A4

antenna 7} computer Y wireless device & Z#}3| 2o H&5E w, digital data += A
A o thg Foke W Weld sA Uitk giEel gl receptor b ol
N2YE wolA thAl T dolE 2 MEA .

electromagnetic spectrum ¢ Z1%F H3E-S wireless transmission ol A A}-& 3t}

Radio Micro IhfErad Ultra %R Gamma
Waves Waves e violet s & Rays
10 10* 10° 10° 107 10° 10 104
Visible Light

Electromagnetic Spectrum

1. Radio Transmission
Radio frequency & AAHdo]l =24, A9 Azt 3 (wavelength)o] ¥

TZES 35 5 7] "Eoltl Radio waves 2 W& 1mm oA 100,000km A Eo]H,
3Hz (Extremely Low Frequency) o4 300 GHz (Extremely High Frequency) A%2]

Tk W= zr=t} Radio frequencies & six bands & THA] v th.
A Fue WS F9E ¢ e Wi, aFus Ao b WA Fo] vt
A Fa5e] 32 ALt sy S48 et ATy B dEgo] avETh

VLF, LF, MF bands ¢} & # Fu4=52 X Ao A4 1000 kilometers 74 HAEw T},

D) (@

—= EARTH B

Radio wave — grounded
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o] AELS A& Z(ionosphere)=

aFvbs YlEoly ZlE Aefeel FE7] A
ol-&3ttt. o] 5ol Mol = b, A g2 vhA] HhAbE T

i O N O s P H E R E

EARTH

Radio wave - Ionosphere

2. Microwave Transmission

H}. Microwaves =

gow, oAe Azde ofd

= Mo zut

100MHz o]e] HA7|ge HHo= ﬁwt— R
Ede 2HoHE I3 HulXe %iJJr o2 AF
AE 7] W&o A HAH = o o 6}71] 7YX (line—of —sight) &2 A H 5 ook
Eig=

7HA]

Microwaves ¢ Zo]+= 1mm oA 5E 1lmeter ©]al,

ol .

Fotee

i i

Personal Area Network

+ 300MHz H-¥l 300GHz
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Microwave antennas © 9oz H FTIFE Tt {9 aHAMAH o9
U =S Ho dHel ddgsiA st 44 % Jrh. Microwaves © ILF3fo|22

Pzl HE 5 « stk

Microwave transmission & G4 9} A& Fulof T A o] &35k)

3. Infrared Transmission

Infrared wave = 7FA\ 34 2 EZ 3} microwaves Abolell Tk o] A w4-& 700nm to
Imm ©°|9, F3< W= 300GHz H¥ 430THz ©]t}. Infrared wave += =@dH| A3}
g nEzy o] ZuAE Bl AEEHT. FHeME AAAYHA AN, nFHER
Aste] HE FHskzl Xsiot.

4. Light Transmission

do]g E4ld A&EE M 58 AA7] spectrum & W = F3F signaling ©|H,
LASER 7} 34 o]t}

Fue 4AS AXAPE e a8E=ER FFAAE 7HAF olojof gt} laser
transmission & YWFFolnzZ FFE Fo= laser ¥ photo—detector 7} lojof Fri.
Laser beam < dHtyo= ol 5 709 receptors 7} #o]A Fdo] AHIsHA

A

Photo Line of Sight

Laser

Light Transmission
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Laser += Tx (transmitter)® %53}l photo—detectors i= Rx (receiver)® &3k},
Lasers © walls, rain, 22| 3L thick fog & ¥&& 4 §lt}. F7F= laser beam = Z1 3] 27
A+ wind, atmosphere temperature, = 7|9 Wsto] o) of=¥7]% rh. Laser +
QFA gt data transmission ©] A ¥F, communication channel ¢ #4gle] Imm o2 Ho|AHE
grE= A2 ufg- o



XII. MULTIPLEXING

Multiplexing o|& FHHIAE Tl Hi E]-E old = 19} TjAE"He AL ~
Al AF3= 7]1Weltl. Multiplexing & 12459 medium & A= tE &~
Abgsto] 459 =84 medium & Y 91‘:}.

Communication 2 physical media (cable)®} light (optical fiber)S AF&3}e] ¥7](radio
frequency) & &3 AEHY. ZE vA oA = multiplexing ©] 7}s3}t}.

gy Ay 9 v 2 B w, Multiplexer 2= 71717 B9 Eg13 U=
o] ZF Age sty stk FAle] W) %o 9le De—multiplexer 7} ©Y
A2 RE 2 fo]HE wrola S g AHE Rt

(o[
o, o

o o

1. Frequency Division Multiplexing

Al (carrier)7t F34Y 4A$-, FDM(F34 23 HEZE4)S AHSdith
FDM o|&t ofd=1 7|&o|th. FDM 2 =84 AE= FEdHo|y s vx U+,
Zkzk o] A-gARg o ® Zbzhel Ao gttt ARttt £ YPA 02 channel frequency &
AREE g oH, Il SRR AL 5 A EE QYL AR SHEHA A

SESISEA=H

| fe | 2 | f: |
Channel-1 M Channel-1
U
L
I f2 | ':' | Iz l
Channel-2 £ ‘L J’ £ ‘L J £ : Channel-2
E
5 x I fs |
Channel-3 : Channel-3

Frequency Division Multiplexing

2. Time Division Multiplexing
TDM & 712402 txd Alade] 445w, ohdza Aadel= 4§48 5 k.
TDM oA & A'd2 time slot 2= WA o2 A}EALE Alo]d|A] Ly o] Xt}
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AFgAF wioh @A Al FE time slot ol A9k HlolE]|E A4E 4= 9t} Digital signals &
SA43 time slot oA AEE 5 A= HA 2719 ZYPdes vpdh

TDM <& F7|2 RE=Z ZE3sity, 4ZE 2o Multiplexer ¢ De—multiplexer +=
AgstA s712o =z AEsty, Ridky Ao s AR WA Y| E S

wrﬂxmr-v—-ir-cg

D
E
M
U
L
T
I
P
L
E
X
E
R

Time Division Multiplexing

3. Wavelength Division Multiplexing

Light & t}o3t wavelength (colors)S z+al T}, fiber optic mode oA, Th52] optical
carrier signals & AZ & IAFE Ao =zHN BFAGE multiplexed dHoh o] AL
analog multiplexing technique ©|¥, 7@ o 2% FDM ¥ U3 w2lo =z 3= x| ut
S A 2gxH AREgho

N\
AaMXmMro=-rcz2
N\
/
zmxm:-'o-li-cgmc

Wavelength Division Multiplexing

4. Code Division Multiplexing
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Multiple data signals 2 Code Division Multiplexing & AF&3le] &

S GlTh FDM & T2 woh A4S AL PrAY, DM & o842 3
bandwidth & AF&aA AAEA 553 F=s AlO2dS 15T 5 U=
Zul 5= (orthogonal codes) & AF&3le] Al1d9S A u}shty,

Z} ~Eo) o= chip °]g} H=
84 whole bandwidth el A
code signal o] 3}l wg] ea1 )of

E1 1:7], 6hﬂ—91;]_ ] AEK:

rd =
oftpdtt. webA 2AIH = ARl Al =2e}

=

1__

o]
= 43
of g},
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XIII. SWITCHING

Switching ©]& XEoA XE=Z 7|25 HAXZ BUE FHo|th. Holgrt
XEZ qug u], ZAS ingress 2 F211, U7 ], egress 2 FEt} BAl A|2Ho| =
2o 299 =7l xstEo] vk AA WElA, switching = T 719 JHH I =
Ur?:ﬂri

. Connectionless:

The data is forwarded on behalf of forwarding tables. No previous handshaking is
required and acknowledgements are optional.

. Connection Oriented:

Before switching data to be forwarded to destination, there is a need to pre—establish
circuit along the path between both endpoints. Data is then forwarded on that circuit. After
the transfer is completed, circuits can be kept for future use or can be turned down
immediately.

1. Circuit Switching

'Cr A= XJ%H o7 M2 18 RS circuit switching ©]2F 2t} dHolg 7} td

A= v A FEZF Hash, 9Fe oudt HolHE &FA &=t dHolHE
%\—3}% circuit switching oA, 3] Z(circuit): Hlo]E HAZLo] 7lssleE A g ook
=3

Circuits © 9 &% dAHY % 2t} circuit switching =& A3 AJEFES

o2 22 3 7HA Y dAl(phase) & T3 st

roh 2 -l>

. Establish a circuit
. Transfer the data

. Disconnect the circuit
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Circuit Switching

Circuit switching = voice applications 822 AAFHAT. Hst= 7HF £2L o9
circuit switching ot} o827 M3tE &7 Ao, caller ¢ callee 29 7Y F=7F

AR x5 ook gt

2. Message Switching
o] 7I}HL circuit switching ¥} packet switching ¢ F7Zo]| aTHTE message
switching ol 4], 2= message © 2719 dlo]E (data unit) = FHF o], AA7} 293 ¥ o

A
message switching ©A] Zsste 29A= WA A HAA
S g1 wj7tA] 1A S buffer gk}, i

A o A= ALOPPDHE AL
A7) ofHu, I HAAE dAE AFEH 2AAHTE

s,
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Store full Message Store full Message
& then forward & then forward

Intermediate Switching Devices

Message Switching

o] 7IWMX circuit switching A8 ZE BAZ7} @4 F 79 NE]E]E u}E] 9l o w2
circuit switching & tA|7|H o= o] A% E}. 3l Message switching < packet switching &
fAls] AF8-37] % st} Message switching o @2 b3} ok

. Every switch in transit path needs enough storage to accommodate entire message.

. Because of store—and—forward technique and waits included until resources are available,
message switching is very slow.

. Message switching was not a solution for streaming media and real—time applications.

3. Packet Switching
message switching ¢ T3 o] packet switching ©] th3l olo|tjo]E WAIA|IF T} o] A&
AA HAAE 7=t F2= B ZHS chunks & 270t} switching information 7} 2+

H7)1=9] sl F7hsEe] o SHAoR AFdn
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intermediate networking devices oA 22 A7 HINEE AFAI}= AL HU}
A sy, o|AEL carrier path oA} ~9%9] internal memory oAU B LS
a2 A Fe

Packet Switching

Packet switching < T2 o] Z oA 2HA3E packets ©] carrier oA multiplex 2
9o B 2 line efficiency & =<1t} internet < packet switching technique S AF-g 3o},
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XIV. DATA LINK LAYER INTRODUCTION

Data Link Layer &+ OSI Layered Model 9] S+ WH# layer ©|t}. o] @ o|ol+= 7}%
53k Holots o svtoln, B3 7|53 ofFE 7FAal ot Data link layer &
FToARE Holx] fE StEMES EEsta dow, A ool AxRE
AR R XA 7] AL Q)T

Data link layer & oW <oujoq A AZHE F 79 FTAE Alo]o|r Z53ir,
o] 3t AHA < AAE point to point Y} broadcast AL &= ¢l

Data link layer ¥ data stream & ZH7Zte] HIE H=Z A4z WHIA AKX 7]E
t=glojo] BUYE #Molo] it Salo] F8 = W, Data link layer ¥ 3F=9o]oA
A7ZIAd FE2 Ho Qe delHE FEFF v, 2A4E F8& 7Hed ZHEd
o g Kol A9 #olole] A Frt.

Data link layer = & 7}#A]9] sub—layers & zt=t}:

d

. Logical Link Control: It deals with protocols, flow—control, and error control.

. Media Access Control: It deals with actual control of media.

1. Functionality of Data—link Layer
Data link layer &= 3¢ delots tjilste] w2 AdFE Fdst=d, vt 2ok

1)Framing:

Data—link layer takes packets from Network Layer and encapsulates them into Frames.
Then, it sends each frame bit—by—bit on the hardware. At receiver end, data link layer
picks up signals from hardware and assembles them into frames.

2)Addressing:

Data—link layer provides layer—2 hardware addressing mechanism. Hardware address
1s assumed to be unique on the link. It is encoded into hardware at the time of
manufacturing.

3)Synchronization:

When data frames are sent on the link, both machines must be synchronized in order to
transfer to take place.



4)Error Control:

Sometimes signals may have encountered problem in transition and the bits are flipped.
These errors are detected and attempted to recover actual data bits. It also provides error
reporting mechanism to the sender.

5)Flow Control:

Stations on same link may have different speed or capacity. Data—link layer ensures
flow control that enables both machine to exchange data on same speed.

6)Multi—Access:

When host on the shared link tries to transfer the data, it has a high probability of
collision. Data—link layer provides mechanism such as CSMA/CD to equip capability of
accessing a shared media among multiple Systems.



XV. ERROR DETECTION AND CORRECTION

AEHE o dolHE wWrirmels e o] t}h: noise, cross—talk etc. A
gololsS dHtAHRl Y ESA Fxd 9WEH AEsth A9 dHelols2 AlAE ZH
error—free transmission < 7]tgtt}t. tF-Eo] o]Z 5L olg] dolg 7} HAsHH 7] W3
ubE AEEhA] vl 18y Voice 9F video O]ZFES QTS @ Hlola ol o
e = & 2Esr| = gk,

Data—link layer ¥ X% (data bit streams)E©°] A3 A AEFEHJAE=AZ 3H21517]
9)3+o] error control mechanism & AFg3tch e}t o EA7|HS ols)str] Y5l
olgle] FF7F Folelx] of= Ho| F s}

o

1. Types of Errors
z59] olel7t Ak

1)Single bit error:

Sent Received
[1]of1]1]ofof1]1] -"hWHHWEHH

Single bit error

In a frame, there is only one bit, anywhere though, which is corrupt(2.&).

2)Multiple bits error:

Sent - Received
[1]of1][1]of0[1]1] (101 N0 pyi1[1]

Multiple bits error

Frame is received with more than one bits in corrupted state.



3)Burst error:

Sent - Received
11]oj1[1][0]0[1]1] [1 FRCNCN o [1]1]1]

Burst error

Frame contains more thanl consecutive bits corrupted.

2. Error control mechanism < 2 7}X|7} 3lt}:

. Error detection

. Error correction

1)Error Detection

Ard 2y d Oﬂﬂi‘éﬁ Parity Check 9} Cyclic Redundancy Check (CRC)E
AbEsle] gEXEY, T A4S BT AT HEE FUEste] AR dlolHet A HuUlA
HE &l Aad dlo|H 7l Bl Ay Z2x]5 gelsit). gl A ¥ ol A counter—check 7}
S2d, 1 HEES 99% AL=E gE

(1—-1)Parity Check:

3k o] =7} HEE SJﬁA H E 9} &7 HUA even parity ¢ A-$-ol& odd &, odd
parity ¢] %-ol+= even & ®WFET

oS wE u, A= 2 Fo] g 1 9 =
parity & AFE3}aL, 1 9] A7} even ©|2H4A, 0 91 3te] 3t
1 o ®AE even o2 FAFT A 1 9 A7} odd
even &2 wHETH

Data Bits Even Parit
1|{o]o|1]o]0]1] |- 1{ofof1]ofo]1]1]

Even Parity

s Akt o E , even
7) W EZ} —rﬂﬂ‘:‘r o] W
ZhH, 1 gkl HEE F71ehd]

YAHE A 2 gl 19 2t AlLksktl 1 9] 2x}7)F even ©]3l even parity &
AbgETE ) 7 ZEge o9uEx &o Zow 7lFEHo] HEyHuh w1 9 =xpt
odd ©] 3L odd parity & AF&STIH, 71 TP obF =HH| k2 Aot}



(1—2)Cyclic Redundancy Check (CRC): <3t & A}

CRC & 5
ZIelE. o] 7]l i
polynomials (tF&H2] )2

a2, Y=

Qe
AEH
Abgste] AiE

operation = ‘F‘EEO]’O:] U A5 ALksi,

2ol 279 YWAZE H7pekt}.  Actual data bits plus the remainder =

codewords 2 ¥ dHo|HE HA%53c},

FES olE)

=
ole HEe

:—Tﬁﬂﬂoi ﬁl%X]%" gt T
o] A EE X3tsit). Divisor(A4) =
Ak, AY s 3l division
z71e] HIEE HuY7] A, Ads 27] HE

codeword &}

Sender Receiver
Divisor Divisor
1T 111
101 11001 101 1100110
101 101
"""""""" Data Bits Data Bits+CRC
110 110
101 101
111 111
101 101
10 101
CRC i O
000
No ERROR
CRC
N2 Fo 9le gABlE = e CRC divisor & A3}l codewords o =3t
divisiosn operation & 33t} WA remainder 7} EF zeros &9, 1 HolH = HH

a2 g, ol| HolE st 1%

2)Error Correction

=189 Aol A, error correction ol &

ﬂlﬂlﬂﬁﬂ%]“@@?ﬁ@iﬁ%@@,

744 el Qiek:



(2—1)Backward Error Correction:
A7 AaE dolHadlA oldE AIsHAE, MY A oA HUlEs Q3]s

(2—2)Forward Error Correction:

YA 7 A4 dolgol A deE 7RIS, error—correcting code & A A A A
Aso 2 3 HAA ol FAS w5

A WA Backward Error Correction <& %W<=stH, HbEEw|7F vMA] &= 759
£Ho2 AL E‘r dE E9, fiber optics ©|t}. 13y FA AEol ¥kl A$-o+=
o] AHI F gt} TAte] A $-o|= Forward Error Correction ¢ AFg-o] v}zl sic),

data frame oA dlEE FAsH7] fAste], AH= 2 ZHde oW HIETL
LAHN=AE AGsHAl Gotok gt o] HEE 37| flske], o] A& sy
HIEAH AMEE = 571 B EE AREgtth o & E9°], ASCII words (7 bits data) & S ],
8 709l information 7} BR3It}: A 7 = oW HEZL A HAAE T, ol# 7}
stk s dEF= 17 ol HE



XVI. DATA LINK CONTROL AND PROTOCOLS

Data—link layer == point—to—point flow 9} error control mechanism 2] 2 3jof <] o]

1. Flow Control

data frame (Layer—2 data)¢] QU WAE T3 3 T 2EqA T2 TAEZ BHUHE
uj, sender 9} receiver & TYd HEZ ZAYdof s}t =, sender & BAIWIE H51
A 5 d= £z HolHE Bulof gt sender Y receiver o £x7F thEW of A
HeE7E AgrE U5 weg] HulA Aol 557 AW (swamped), HlolEH &40
WAy E 4= Qo

dold Aol T FFe WAUZ] gk

1)Stop and Wait :

o] flow control mechanism = H°o|E HFo] o]FoX|H, HU-2 HolH - o]
Aad AL AT wi7zbx] AYr WA 7oAt

2)Sliding Window:

o] flow control mechanism 4], sender 2} receiver & t acknowledgement & Y4l
oo, = o9 diolg -z o] &7t AX|stojoF sttt oA B 5%0], stop and wait flow
control mechanism < AFYS JH|sto 2, o] protocol & 7153t &t 7|2 XFYPS o

Abgstel L giet.

2. Error Control

data—frame ©] L2 uf, HAF Fo dlo]HE AW ALY QA Ho &S F% Q)
T A BEE, gAHE AZS dHolH-Zdds w4 Xsta, AgeE ofdH &
A =S dx] Zal), o]el Ao, sender 9} receiver BT H|oJE - #| o] &4}
78 transit errors & ©X| 8 £ 9= T2 EFS ul#EEto], sender ZolA] data—frame &
GAL WA receiver Foll A o]de] dolH-ZE AAFEE 27D & UEF
sfojof st}

error control mechanism ¢ 2 x4 t}&-3 Zr}:




. Error detection: The sender and receiver, either both or any, must ascertain that there is
some error in the transit.

. Positive ACK: When the receiver receives a correct frame, it should acknowledge it.

. Negative ACK: When the receiver receives a damaged frame or a duplicate frame, it sends
a NACK back to the sender and the sender must retransmit the correct frame.

. Retransmission: The sender maintains a clock and sets a timeout period. If an
acknowledgement of a data—frame previously transmitted does not arrive before the
timeout, the sender retransmits the frame, thinking that the frame or its
acknowledgement is lost in transit.



XVII. NETWORK LAYER INTRODUCTION

OSI model 9] Lay—3 & Network layer 2} F&t}. Network layer == sub—networks 2}
internetworking & #¢]sl+= S A~E 9} network addressing o] #3F FAS g 3o}

Network layer + subnet ¢H#H O 2 AARXFE EAAR 7|25 g9yt IS
7R Qg F e AR gE AHBYS AME thE  addressing schemes X
non—compatible addressing types & 7} 4 It} Protocols A¥, A= & F 719
AuYe Mz 3354 g 08 TREFZqMAE 98 4 At Network layer & A=
U2 addressing schemes @} protocols & S AF(mapping)ste] AXRZHE HHA|71A]
7125 8T AdS 7HA 2 o

1. Layer—3 Functionalities

Network Layer oA #HEsts 717152 F=2 F$Ho| 248 w33 9}
3

Routing ol = &< SXA =2 717] 913 tha3 @2 o= 7HA7F 477 sk

. Addressing devices and networks.

. Populating routing tables or static routes.

. Queuing incoming and outgoing data and then forwarding them according to quality of
service constraints set for those packets.

. Internetworking between two different subnets.

. Delivering packets to destination with best efforts.

. Provides connection oriented and connection less mechanism.

2. Network Layer Features

¥+ 7% gEo], Layer 3 & thoks EAHS A

ol
ot
o

. Quality of service management
. Load balancing and link management
. Security

. Interrelation of different protocols and subnets with different schema.



. Different logical network design over the physical network design.

. L3 VPN and tunnels can be used to provide end to end dedicated connectivity.

Internet protocol & QAE]JHlo| A end—to—end T]H}o]~7} &
Layer protocol & #F=x3th + 7HA7F Aok &= Ad &
H A address space = UTFFE= [Pvd 9F o]AS tiA|3lr] s w9
sl Astel= 549 IPv6 7} “L3lo]th



XVIII. NETWORK ADDRESSING

network addressing = Network Layer & S8
Addresses & 3 =gl Zolt}. thA] waA, o|AEL
7hedt A Ego] oEY o me| ol

network address += 3 host / node / server o] ¥RQEZ E+= HAA HY& Zﬂﬂ

1Tt Network address + &% network interface card ©l A conflgured Ty, o

Layer 2 communication 7]7]¢] MAC address (hardware address or layer—2 address)%
Zk 31 ‘}l—t— Alz=gle] o]l HALE AF-8-(mapped) E T}

F£3l+= thF3l network addresses & U3 72tk

Z9] slvoltt. Network

configurations = W7 o]

oo g

e
ok

o b

.IP
. IPX
. AppleTalk

o] FolMe AA Az AHEH = TP ol disirt dolr7|= gith

Network Addressing

[P addressing ©1*41& hosts ¢ network & AE3A7]= WAYUSS AF3sich 1P
addresses 7} Al oz 9% 7] wfio, host &= A EWHIE Yo LEwr)l zpal9
AYl wro g EAlddE S AEE packet/data & HUoF 3} destination network
address & &olof st}



& AdYle] Host 52 A= AAE FSlete wAYSFe] Zasit. olgs dF&
DNS 7} 3}+=d], DNS & A& H(mapped)e] ¥ €2 S2EQ] Layer—3 address o] L7l°
domain name T+ FQDN(Fully Qualified Domain Name)< A &3} A8 o]t} host 7} 924
S 2~E9] Layer—3 Address (IP Address)E& 3}e}std, Gateway = 139 EE I7| =&
X 9= 3t} Gateway @ destination host & 7] %2E TS EFEE F L3 RE AHE
zka1 & eh-El o]t

Routers ¥ Th&3 728 AKX E zH31 9+ routing tables ¢ &<

%
e
o

. Address of destination network

. Method to reach the network

forwarding request & WA}, gF9He HA4XAE s U9 hop (adjacent
router) 2 ¥ 7]%E ¥ 9= 3o}

T gle Tl SeHE FUd dE strR, datHom dHoly #7127t
A A =it

Network address © U+ < 3fyo|th:

. Unicast (destined to one host)
. Multicast (destined to group)
. Broadcast (destined to all)

. Anycast (destined to nearest one)



XIX. NETWORK ROUTING

device 7} EHA o] LZddlE B4 E2E Xz e w, Y gE AR
Asstes 54% =25 Ag9gid. old ¥ 345 Routing ©l2k 3Tk Routing <&

routers @ 2= 53 Ul 7]7]9 19:]'1] o] FoJ x| A} software ©f & o] Fo] 1_51}4.
AR AXEe] &Y 29HE 7e AT ATt AlgA ol

1. Unicast routing

I Y} JQEZYlo| A tjii-e] EFolgt unicast data T+ umcast traffic o2}
a2, 543 542 Blls As 2o Bl unicast data = gale s
1]

unicast routing ©|2} 3}, o] AL 7}7‘WF bk 28 el o= %*1 |7} o]
Z deA 7] wiEolth a8 ER g9-He @A G398 HolES ARSI 9] hop =

HNEE =5 ")

ga —>.—> —>-—> —>-—> —g

Source Destination

Unicast routing



2. Broadcast routing
Z71%kell 93, broadcast packets = oJ® o] Z}¢HE ZFFEXHAY EZE HXH
%=t} WA Routers += broadcast domains 2 configured 3Fo]of 3tt},

Broadcast routing <& F 7}FA] ®¥ (algorithm) &2 o] F-o] Zt}:

. A router creates a data packet and then sends it to each host one by one. In this case, the
router creates multiple copies of single data packet with different destination addresses.
All packets are sent as unicast but because they are sent to all, it simulates as if router is
broadcasting. This method consumes lots of bandwidth and router must destination

address of each node.

.Secondly, when router receives a packet that is to be broadcasted, it simply floods those
packets out of all interfaces. All routers are configured in the same way.

Source Destination

Broadcast routing



3. Multicast Routing

Multicast routing < broadcast ¢ 53t Hg-o|m, Aohgl x}o]7} It} broadcast
routing | 4], packets & W& 93] &= 5}13 g BE wTo| AL 1211/} Multicast
routing oA 71 HloEE ©x 1 7] 2E W] Y3t =z A}

Destination

Destination

Multicast routing

Router ¥ multicast packets (or stream)< HW] k= ‘*E7} Nnom, TA] 23k
Hujof dltf= AL Yolof st} Multicast routing < looping & 3|3}7] €3le] spanning
tree protocol < /\}5151_}1;}.

Multicast routing %3+ duplicates ¢} loops & ®A|3}e] 7|3} reverse path
forwarding technique & A}-& 3t}

4. Anycast Routing

N
~

Anycast packet forwarding < 59 hosts 7} =g|H o2 FA3 o=y rs 2=
st H7bYFolth o] gt iﬁlx—u g xs Zau Jdv H7IEZE A9 @, routing
topology ol Al 7} 7t7ke] Q= S2ER Ht



DNS Server
: AnyCast

Destination

Destination

AnyCast
Destinaticon

Anycast routing

Anycast routing = DNS server o] E&S Wt} Anycast packet 7} A2 djvir}
a3& B2dl DNS & Q7%th DNS & 13 Z9A5] v 7MY 7k P o 1P
address & #|-& 3k},

5. Routing Algorithms

routing algorithms & to-3} Zt}:

1)Flooding:

Flooding & 7} ©w<=3F packet forwarding WHHolt}. 7| E7} A=
B dHH o] ze] aRS HuUXE ol HagE AL ALA|ZIT, o] AL Ul YHF-
W s 1, B2 5 f7|EE0] YA walstA #Hu

Time to Live (TTL)& 7] =9 F3 3 & 7]

Selective Flooding ©]g} ¥ 2+ X UE flooding ol 2)}53], o| A& Y9
overhead & ZAaAZIt} o] HHAgA 2 Aejstis YA EE
o1E] #H| o] 2] flood out 3t* &&=

o
_VE
rlr
s
)
it
P
o



2)Shortest Path:

Y o] Routing decision & AE A9} BA % 71 H| &S

Hop count & F 83 95 st} Shortest path &
fste] s dagEs A&k 7IH ol

Z43%k2] hops £



XX. INTERNETWORKING

A AANA, TLE A A|xEHe] YES dntyg oz dajA A A .
N2 2L s AZ g8 F 7119 JYS dAZsh7] fs | Atk o]y F Ul 3o
Routing & internetworking ©]2} 3t}

Y=< protocol, topology, Layer—2 network and addressing scheme ¥ #& t}

WM (parameters)dl] Wk A2 T2 Ao =2 o ARG

internetworking oA, @¢EE AR Fad g S A Yr} oA
AHog e Yoro HAES s 3 A% AY internetworking routing protocol
ALg-sho] wpebst = Qi)

-
JEFITATN0.

Routing

s Z2AY, SN

T

il
X
-3
=Y

1. Tunneling

Aoz "ol Q= F el o] v, o]
3l "oy &g dgstoiol s

Tunneling ©] % intermediate networking complexitie

gk Ylo] Mz FAIst= W7 Eo]t. Tunneling &

s & WEFe=A. F ) o
% 2ol 397 .

0



Network Cloud

b

g" Tunneling: Virtual Direct Link

Tunneling

HolE7F Hde & & o Sol& w, 2L fAE. oA AAHE dHelH= 1

g9 9% intermediate 2= 2FSE|E o] 1 HY uig] Zo] AEdAch gUdo g zo
ARAow  AAd" AAY AAAW, A A (tagging)S  AIEHA network A
o] F-o] Xt}

2. Packet Fragmentation

EE2 oy A I1WHEFE 1500 vlo]Ee] 1AHFE maximum transmission unit
(MTU)E 7FA]aL 9t} data packet & ol =9 wz} 7|E Ao|7} a7|% sfal Z7| %= st}
Transit path o] A+ 717152 A41E9] hardware ¢ software capabilities = 7FX| a1 Qo

o]AEeC] HolH Ay AT 5 A= AFES AV|E A

data packet size 7} transit network oA A& F d= A7V|HY FAY oA,
AgHoz Agldo, a2y d7|EVF A, 2 27402 B oo XY= gt
o]2]3F AL packet fragmentation |2} F-E2w 7} fragment o|&E U3 Sk 2 E A X
o= ~7F E0]9lo] transit path = HA AgHTh FA9 B wAA oA THA]
sk Ao}
H 1l .



XXI. NETWORK LAYER PROTOCOLS

Feo] BE HFHES ARES FYshA AEE 5 = IP address & 7FA 3L Q) th.
IP address @ (Network Layer) logical address ©]t}. ¢o] o=@ A= AFEH7}F
A71sd w vk = A AFEH= S Eldel sty 1P &, a28a tE e e

IP & 2zt

por

1. Address Resolution Protocol (ARP)

A 9, TAEE FU% HREAAE ZdQlojy Yo &3 9}% 5247
AFE 9 Layer—2 (MAC) address 7} Z 23}ttt MAC address & =@ do= FFEH
Network Interface Card (NIC)o| A ¢ é‘,ﬂtﬂ A5 WA &=

aHy FE Z=vle IP address © Z=EAF W3r|= gl Wk NIC 7} oj@
2o 7 WMIttH, 1 MAC  address 9A] W3th o]yt Hc}/—‘] 2 Layer—2

o
communication ©] ©]Fo{X|7] wjZo, Fx}7He] A 8kel A X (mapping) 7} € Q.38}t}.

I 1.1.1.1 Ip 2
MAC a:a:a:a:a:a MAC b:b:b:b

ARP Request

for 4_4_4_4/ / \
ARP Rek

d:d:d:d:d:d

IP 3.3.3.3 IP 4.4.4.4
MAC c:c:c:c:c:Cc MAC d:d:d:d:d:d

ARP Mechanism

broadcast domain ©] v d7A ITAE MAC o=dg s 7] 9dlo, AL
A2t = FHFE = ¢ Who has this IP address?” #Fal &9 WA ARP broadcast message



w9, network segment (broadcast domain)ol U=

EZ wol x g3ttt ARP packet o+ destination host ] IP
Ao, FAH TAEE 2% TAEVL Sdetd At S AEVL
ARP H71EE HEE wl, Aol MAC o=dg 2=t st/ HEo}

destmatlon MAC address S ¥9oW, Layer—2 link protocol & A}-&3}4]
&t}h. IP mapping < 98] ©] MACs & $4:4 $AE ofz& wIo] ARP
vl Ealel dad w, AHAom AAE 2] ARP cache &

ON
-Er*ﬂ‘

cache o A%
s

2. Internet Control Message Protocol (ICMP)

ICMP = network diagnostic and error reporting protocol ©]t}. ICMP += IP protocol ¢

5 (suite)ol 23}, carrier protocol & IP & AF&3tch ICMP packet ©] WHEoIZ
thSof], AL IP packet oA Halztk. P AA7}  best—effort non—reliable
protocol ©]7] wZel, ICMP %= w}x7}X] T},

Yo thal o™ feedback & A|Z3F host o] AAESHECH Yo ojwl o7} wAYEA,
ICMP o <& Ha¥Etl ICMP o= 4 A 7FA9] diagnostic and error reporting
messages 7} X3FE o] T}

ICMP—echo and ICMP—echo—reply + end—to—end hosts & =&l 5 (reachability) =
AAst7] Ysle] 7 duby o A% = ICMP messages ©|th. Host = ICMP—echo
request & Hg ths, ICMP—echo—reply & ¥&% X Wt} transit network ] ojH
LA7E AvkH, ICMP o] 1 Al &&Frh

3. Internet Protocol Version 4 (IPv4)

[Pv4 &= 32-bit addressing scheme ©|%, TCP/IP host addressing mechanism ©.=

AF&E ), 1P addressing &2 TCP/IP network & RE S AEE FAUSA 2HE = o)
[Pv4 &= A5 4 addressing scheme & A&3t2=2 Y& ABYog s 4= 9, 7z

& AoE A hosts & e

IP addresses + Utsh e8] 2 AlEHth

. Class A: It uses first octet for network addresses and last three octets for host



addressing.

. Class B: It uses first two octets for network addresses and last two for host addressing.

. Class C: It uses first three octets for network addresses and last one for host
addressing.

. Class D: It provides flat IP addressing scheme in contrast to hierarchical structure for
above three.

. Class E: It is used as experimental.

[Pv4 BESE 2 Aojy oj=g 2 Ado]2E VAl QoM AL §59] addresses (not
routable on internet), 18] 3 ¥4 &% 2] addresses (provided by ISPs and are routable on
internet)o A AFEE 4 Qi)

4. Internet Protocol Version 6 (IPv6)

IPv4 addresses ¢ #AHS aldsle]l= w=2o] Protocol version 6 2 EAAZTH
IPv6 = HefE 918 FH oJ=ulaE AFsty] 918ke], 128 bit 9] =EE o=d 3 F
AT,

IPv6 oA Anycast addressing & E¢138ta JAX|WF broadcasting ¢ 7@ A}-8-31A]
Gk IPv6 = 717]50°] 222 IPv6 address & R4 B} FA8t =S sta 3l
o] A& auto—configuration Dynamic Host Configuration Protocol (DHCP) servers <
olEAS 3l AP ozA, HE HBY e DHCP server 7} teHUeE, &2E 78
A2 ZAE = Sl

IPv6 ¢ M= 7] IPv6 mobility ©|th. Mobile IPv6—equipped machines +
AE e P ojEd 2 vk A glo] Fuld S gl




XXII. TRANSPORT LAYER INTRODUCTION

OSI Model 9] t}S- #|o]o}i= Transport Layer (Layer—4)©]t}. Data Y} data stream 2
=R B BE REd ZZAAE o] fololdA o] FojXit} EE ThE oot H, o
dololx ¥4 S AE9 E7 Transport layer & =413t}

Transport layer & 974 3 2E9 F I 2MAE 7t peer—to—peer 2} end—to—end
connection & A|&3tt}. Transport layer & A9 #|o]o}(o)|, Application layer)® H-E
do|HE 3 theol Bu 22 A7|9 AIHERZ ZJ)a, ZF vlolEd MEE w7l &
k9] @ olol(|, Network layer)® Z &gk},

1. Functions

accounting < & 3o}

o] #elot= delgrE Byl A3 F 22 SAR HaHe e BT

o] HojoleE & 2 B Yo &39lE olHE TAE He] HolHE end—to—end
WA 0w Audtt

oA FAlEt = B AW ZEAASS F delA = Transport Service Access

Points (TSAPs)Y} port numbers & 2zt3o]of slr}

2. End—to—End Communication
3 TAEQ ZZAAE Port numbers E 2#]Z TSAPs o] s 924 4o =%
SAEE AT TSAPs = vig- & AefHo] glow, w89 FAlsHs ZRAAE
u) oA okw glojof @,

o



Application Layer Application Layer

number 67 ol 4] @ #~E 3t} DNS client 7} 92 DNS server 9 E213t14F 8 o), 242
&2 port number 53 (UDP)olA] gH2E o),

5 70e] F 23 Transport layer protocols & 23 )

1) Transmission Control Protocol

It provides reliable communication between two hosts.

2) User Datagram Protocol

It provides unreliable communication between two hosts.



XXIII. TRANSMISSION CONTROL PROTOCOL

Transmission Control Protocol (TCP)< Internet Protocols Y (suite)ollA 7}%+
Q3% T2 EFTE Fo] ot} o] AL internet I £ TA Ui HolfH HAELOo=R
7HE 9] AR EHE T2EF ot

1. Features

TCP= AT 4= U= protocol o|tt. =, PAIB= 4 Holg 37| Ed] thsto] Al oA
positive B=+= negative acknowledgement & H it} 184 do=2H Ag= A
oy H7E7F HAA EEd=A e TA] Bujof sh=Xo tigh £ g BGAE
2A At

TCP & B we} = 22 #AM= dste 534X

.TCP & connection oriented ©]th. TCP & HJ 44 ¥QE
Hjx]7] Aol AZo] A= U A e

.TCP += error—checking ¥} recovery mechanism < A

.TCP = end—to—end communication & #|-& 3t}

.TCP = flow control ¥} quality of service & =& 3t}

.TCP += Client/Server point—to—point mode |4 & F}.

.TCP = full duplex server & A|&3t}, =, 14

Fag 5 Ao

of =g

ol
ot
v

i
fjo

< receiver ¢ sender ¥%F EF9 4

2. Header

TCP header & Zo]x= HZA 20 bytes oA ™ 60 bytes 7}A o]t}
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USER
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USER
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TCP Header

. Source Port (16—bits): &4l Tiufo]2o) Q= o F Z 2 A9 source port & 213}

. Destination Port (16—bits): 41 tjulo]2d = o] F ZZA|A 9] destination port &
vretgioh

. Sequence Number (32—bits): session ©] U= AZHEZS] Hlolg nvlo]Eo] H3 sequence
number.

. Acknowledgement Number (32—bits): ACK flag 7} AA=E uf, o] Hso|E oAatE =

diolg nle|Ee] v WS xgstal flal, H=3 o] Hlo]E <

acknowledgement = &&3lt}.
. Data Offset (4—bits): O] == TCP header (32—bit words) 9] Alo]=¢} A A TCP
segment oA @Ae] F7|Ee] Q= dlo]H Y offset & tHE 9w gt}

. Reserved (3—bits): W& 02 dofr]o] glom Z7|gS 0 22 AEH 9t}

. Flags (1—bit each):

. Windows Size: ©] ZE=+ two stations 7Fe] flow control 892 AFG-=™, AW 7}
ATAER o R St M3 (bytes)d] A7]15 YT
=, gAIHZE Aty B2 dolHE detal Jd=TE UERTL

. Checksum: ©] =9l the checksum of Header, Data, and Pseudo Headers 7} 35| o]
At

. Urgent Pointer: ©] Z=o]A+= 2+ URG flag 7} 1 & AEZ o] tpdA, 7133 data
byte & ¥QE 3%t}

. Options: ©] A2 A sHolA 71HstA] st 571 A4S d&siA g
& 32-bit words & HAFETH #H o] HEr} 32-bit Pwke] dolHE EFThE,
32-bit boundary °ll %=23}7] fste] A HIEE AMS7] 15t} padding =

o

CHA gE



3. Addressing

F 924 32E 7+ TCP communication2 port numbers (TSAPs)ol 2o]&l] o]Fo]Zt},
Ports numbers ¥ 0 A 5E 65535 71#] o]H, t}&3} o] etk

. System Ports: 0 o] 4] 1023.

. User Ports: 1024 o] 4] 49151.
. Private/Dynamic Ports: 49152 °l| 4] 65535.

4. Connection Management

TCP communication <& Server/Client model ©|4] ©]Fo]ZIt}. Client 7} connection <
A A, A E 23S A3 Y A A3 connection management = 9138l three—way
handshaking ©] A}-&%¥t}.

Initiator Responder
SYN
YN + ACK
ACK
v v

TCP Handshake



5. Bandwidth Management

TCP + Bandwidth management o] Q75 F83}7] ¢35l Window size 9] /d&
o] g3k}, Wmdow size & YA A= sender oA o]F Eof A= HAIHIF S data
byte segments ¢ WHIE L=t} TCP = window size 1 & AF&3Fo 22X slow start
phase & AR&stH, 7} EAlo] Ay ow o]Folzl th&<l window size 7} AFA o E

CRdiites

dE 59, Fo]AdEE windows size 2 & AFE3}o] 2 bytes ¢ data & HWt} ]
AaAE digk Aol A4E wff AEALo]=E= 2 9] o] & Ao, 1 e Xl
NIHEE Zol7} 4 bytes ¢ dHo]E]7} & Aot} T3 4 byte data segment o ¢1A o]

ArEH Fgol|dEE windows size & 8 & AE A7t}
kel olAo] glow, = dlo|E|7} transit network oAl B2 NACK & o,
window size & WFo. 2 F0]E3l slow start phase 7} A A|ZHE T}

6. Error Control and Flow Control

TCP & port numbers & AF&3lo] owdt ofEF X 2A A7} HolH "ﬂlbﬁe

Agdst=d 2R E Q). wpebA o] TS ALESle] 94 T AES) AlS 718
A7, BE Uﬂ ol MIHEE= £y g4 F5AEY. Algs= ACK 7) X“\Ea‘ o
ZAIH7E Aast wpA]E ol My Ee]| diE] A "ok gAML FHol Had
7] E 9] ‘?i—% ar %Oi"/ﬁ AY 7 Bl vpx] 2 Al ZIHEe] dis] &A@

o AaE MadES FHol gAIHZE ZIte s dX|ekA] gerd, I3
#H7]¥ a1 NACK 7} ¥& 34 WZ]E} W T el MOWEV 2o s ow wusird
TCP timestamp value & H|u3}o] A9 5 AA s}

7. Multiplexing

gk Al A 7 7l o] de] Hlole 2EYS Ajtele 7S Multiplexing ol #F F-ET}.

TCP client 7} Ao} AZ2S A12Fek wf, 274 4 2 Fold port number & #ash=H|,
o] M 3Z 3= application process = 2oH|gtt}.  client A~Z2=F  private port number
pools ol A F-H F2+9]= AJA4kE port number & AF-&3HT},

TCP Multiplexing & AF&-3sHH, S8lo|dEE & B2 of =3 S48 4



& o, FHtolJAET} st /< dol"(HTTP, SMTP, FTP etc )& EEst
AT web page & 8733, TCP session timeout ©] EJUA I AlH2 Ht}h Qs
g7 =, kst three—way handshake overhead & ¥ 3&}e] 3}17] L‘HE—O]E}.

r&H

E Al&"lo 2 slojg sl 7Hge] AR Ha
sttt o83k 7P 4AE 1 timeout ©] YH AW Avjo] £x] &

of 19
re
it
o
)
olr
QL
kT
Jfu

8. Congestion Control

fZe] HolH7F A4S HFE F gl A2y FFE w, congestion(ZgA]) 9]
At TCP = Wndow mechamsm S AFESte] AHAE xﬂs}r/} TCP + HitfZ0] A
Ao} W& golg AMIHEY B EA o da ©el== window size = ’“74 3t gt}
TCP & AAE SAlst7] #13 3 714 dagss A3 = 2?}E]r-

—_

. Additive increase, Multiplicative Decrease
. Slow Start

. Timeout React

9. Timer Management

TCP = o2 7HA 75 wdst7] fste] ddd T/ timers & AH&EH

1)Keep—alive timer:
. This timer is used to check the integrity and validity of a connection.
. When keep—alive time expires, the host sends a probe to check if the connection still

exists.

2)Retransmission timer:
. This timer maintains stateful session of data sent.
. If the acknowledgement of sent data does not receive within the Retransmission time,

the data segment is sent again.



3)Persist timer:
. TCP session can be paused by either host by sending Window Size 0.

To resume the session a host needs to send Window Size with some larger value.

If this segment never reaches the other end, both ends may wait for each other for

infinite time.
When the Persist timer expires, the host resends its window size to let the other end

know.
. Persist Timer helps avoid deadlocks in communication.

4)Timed—Wait:
. After releasing a connection, either of the hosts waits for a Timed—Wait time to

terminate the connection completely.
. This is in order to make sure that the other end has received the acknowledgement of

its connection termination request.

. Timed—out can be a maximum of 240 seconds (4 minutes).

10.Crash Recovery

IRESE o)t} olAL MIaHE=R nUZR 7}7}e

TCP = g AFE 5 3=
ol Eo £ AHFr}l. o] AL 3l feedback mechanism & A|&3cl, thA] EafA,
S2EZF H7|EE WS u], IFo] upX|w AMIIWHEZE ofyehd, tS e 7| EV}

]
A4E AgtsE ACK(E2)S zh=t)
TCP Server 7} &2l T3t crashes 3Fo] 1 AL tA] AzE o, 25 &
TPDU broadcast & RJth I28H 3 AEES A3 HoA A &= npx

WA A% Falo] AAHNES F)

=y

T hEo|
dolg AlavES



XXIV. USER DATAGRAM PROTOCOL

User Datagram Protocol (UDP) & 7P Zt3$k Transport Layer communication
protocol ©|™, TCP/IP protocol FFol &gt o]Fd= FHA3FS communication
mechanism ©] AFS¥ET. UDP + W& F §lv &% ZEEFo|gtal Zx|w, A9
Ais Agstr] 9 WAYUSFES ATk 1P services ol A AR&staL STt

UDP oA, gAH = HFd I71EY < £ FshA] grom, w2 e B
7159 owe AFE stEA e Zeeze A Ea
TS AR, ZEAES B A9 A

ol
(o3
_VE,
rﬂ
UN
_0,
o X

1. Requirement of UDP
@ 7Aool AN, 9 HolHE

%27} acknowledgement packets = EH

9] bandwidth & 3= UDP & A}&3ht}, £, video Streammg 7(;‘—?—01], 4
el 7 EZ}L O]%X}Oﬂﬂ] XY= "HAo. e J7IEE A= AL AV deH
AUt %9 bandwidth wastage & @AAIZITH P Z2EFo] AY HMAYSFLS I
71 EE dested HAYolge S HASta Jormg HE Htje AEFS od

H7IE7E edHdete 1 T4 A4GAQ AL otyrRE, fdA FAE = At video and
voice traffic o] A] ¢k7Fe] 71 E &AL wjujz FA)H T}

2. Features

. UDP is used when acknowledgement of data does not hold any significance.
. UDP is good protocol for data flowing in one direction.

. UDP is simple and suitable for query based communications.

. UDP is not connection oriented.

. UDP does not provide congestion control mechanism.

. UDP does not guarantee ordered delivery of data.

. UDP is stateless.

. UDP is suitable protocol for streaming applications such as VolP, multimedia streaming.
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3. UDP Header
UDP header & 7]%°] 7tdsict:

UDP Header

UDP header = 4 7}#| 2] %23 parameters 7} At}

1) Source Port: This 16 bits information is used to identify the source port of the packet.

2) Destination Port: This 16 bits information is used identify application level service on

destination machine.

3) Length: Length field specifies the entire length of UDP packet (including header). It is

16—hits field and minimum value is 8 —byte, i.e. the size of UDP header itself.
4) Checksum: This field stores the checksum value generated by the sender before

sending. IPv4 has this field as optional so when checksum field does not contain any

value, it is made 0 and all its bits are set to zero.

4. UDP application

UDP & dlolE] dFoll Abgat= B 7HA ] of&o] Atk

. Domain Name Services:
T2ES Q] o]F8 TAES HEYA FAE uFAL 1 digle] WS 3
A=E 7] sl ATEAT. 54 AFEH(Es UESA=z ddd dfe

25 37 98, Aol oldlsty] AR =W olEE AE H 4

gajzch mol uiel Aase £ dswaye waEt. Qey Edel

i

rE'u

=

=N o
B 1o pt

PN
T
=
T
H



AAZA TCP/IP ¢ &84, www.example.com ¥ Z& F AFE Z=d¢l o]&L
192.168.1.0 ¥ ZL& 1P F4A=2 WISt g8 ARE AFd+= 2~
Al =gl o]t}

. Simple Network Management Protocol:

P UEAZge) FHARYE JRE £7 L Bes, £% IR FYstel 3
AL WAGL del 4B A et Feld. NP E e BEdq
AR ol 29E, 294, A, 9Axeold, ZAE, =Y @ o EFHT)

. Trivial File Transfer Protocol

FTP ¢} vixi7ix = gd& AE3shr] 9% Z2EFo|X|xt, FTP Hu ¢ wedh
%QOE.ﬂ“° Ageit, wEbA] diely A AAdA dlolgrt &E4E ¢ e T
Beotg et wHS 7HA 3 Yk SAvE FTP Ay B33t T3S AMgsA] 27)
w Fof] L& o] 7hekaic)

. Routing Information Protocol:

UDP/IP Aol Bashs o989 mzEZolth wZle] B4 UEND Fid =33
WA A g Ag et

. Kerberos:

My AESADGAA
GuYE e LEEZ ot

N
&
o

S

N ESE AGstel, nege Fuss) A9



XXV. APPLICATION LAYER INTRODUCTION

Application layer = OSI ¢} TCP/IP layer model & # Z 7)o dt}. o] do]olr}
% #olo} R EAsteE AL 1 v Fast7] "ol oAl DA, o] AL o] &=k}
o] &2t o F 1o HszES Hs EAFT

user © AZF FAH FE5FLT = Jdu 9 & =% v} Application layer &
AR FAlo] AZME L o] FojA|= ot} o] ooy} ‘¥_ Hdi71e] 7] wiszol, ojH
o2 gojolo] =S X K3t} Application layer 7} 94 TAEZ do|HE A%
&A= Transport & 239 ol = BE Hool2HH =35 Wolof g}

-

application layer protocol ©] 924l $li= &5 application layer protocol ¥} &A1}l
8w, Transport layer =2 E WolElt} AHEZ % wH=t} transport layer = 13& 2
ol BE UnA] FololRE Ees b=

Application Layer
: Application Data
Presentation Layer and Inform atinn
Physical Layer

Application Layer

22

Application Layer ¢ ZIA2] protocol & ol&lste HlE T&Ho] &AL oA 9]
AEZEE0] FAANEHTY Fo5ALIe ofEU AFE AYstie EE o]&A ofEFE9]
Application Layer o Z&EH% &S 4 97] wjiolt). oS So, tASlE software
text—editor & application layer programs S %= o] 7] %] =1},


USER
강조

USER
강조

USER
강조

USER
강조

USER
강조

USER
강조


g8y = o w Yy ASALE7] 995te] Hyper Text Transfer Protocol
(HTTP)E AF&3t= 9 BeF9-AolA HTTP = Application Layer protocol ©]t}.

T & o= File Transfer Protocol 914 o] A& Yo & text based Y binary files &
AEsted %S FU. o|&x& FileZilla Y CuteFTP ¢ #2 GUI &3
AT EYo]oA o] ZREFZS AL £ 9lon T3 Command Line mode 2% FTP &
A3 4= Qi)

adeg 27t AMEse AZEYee #AIgle]l,  Application Layer ol&
LZEO]dA AlgEHE= ZEEFo] ¥3Eth DNS & HTTP & 2 ol&x oF
TREFo Al & $eEE 5 ZEEFo|T
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XXVI. CLIENT-SERVER MODEL

A o]Z TRANE FE 271X M OB mHow EAT £ ok

o

. Peer—to—peer:

Both remote processes are executing at same level and they exchange data using some
shared resource.

. Client—Server:

One remote process acts as a Client and requests some resource from another
application process acting as Server.

client—server model °A, ZZAMAE Server Y Client & 3JE3lt}, o|zlsl AL
717191 &5/, 27, & AFE IdHol 93] AAE= Aol ol 717|17F £ S s

sHol o) 2

Requests
35U00SaY

A 2="lol| A= FAle Server & Client 2 &3ttt =, & ZTEAAE AHE, UYWA=
SHOINER &F3t. oA FA3 7]7]o SEo|AdES AH *Li"ﬂ’ﬂﬂ' T=d H

A S,
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1. Communication

client—server model oA F 7FA 9] ZT2AMAHEo] thdst Wrlow As AL 4=

0]]’4.:

. Sockets
. Remote Procedure Calls (RPC)

1)Sockets

o] gettpdol A, AHE S5dte TR M AE on & dHA Qe B SPo|AdE.
g3 dHF EEE AE3ISY socket & 9 Yo, EFOIUE FAXZET & w7hA
Zlth3ith, Sgo|dER %= T 2 ZTRAMA IA] socket B IA|

e A gar, WA A g

Transport Layer

-

, YJAEES

]

Transport Layer

MNetwork Layer

Network Layer

Data Link Layer

Data Link Layer

Physical Layer

Physical Layer

http://localhost/data_communication_computer_network/images/sockets.jpg

2. Remote Procedure Call


USER
스티커 노트
데이터를 송수신할 수 있도록, '네트워크 환경에 연결할 수 있게 만들어진 연결부'. TCP/IP 소켓 프로그래밍.
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o] w|#AYZ=0] procedure calls o & ttE& ZT2ZA|~9}

o] AL 3
sl w7 Eolt}. One process (client)= 924 E2EQ] 9l procedure & 843t} o]
AF-(stubs) & I3} o]d &4l

W 97 $AEE AW vk oF & ZEAAES
o3 e Ao w dojdth

=93 gdd

|

7]

Aol = BE

. client process 4] client stub & 833} 1

e HE g et
T8 2 E parameters 7} £ (packed(marshalled)) a1, A] A~ o] vlo] dHitjZo g

A4S By}

. Kernel o] ¥l ZAlo] #7 data & B, whgiZe]dd 2318 whett
HE ddd

. 974 3 2~E7} unmarshalled ¥ server stub ol H]9]
@4 parameters 7} procedure o] AE %S| 1 procedure 7} $-3§ FT}..

AR AR i BT gpon ZejoldEe T mujzit,



XXVII. APPLICATION PROTOCOLS

Application Layer o= o] 79 o]&AE ZEEFo] 9lom, Application layer
protocols & I A F 7/He HF=E U=E & Yk

. Protocols which are used by users. For example, eMail.

. Protocols which help and support protocols used by users. For example, DNS.

9 7}X] Application layer protocols & 33 Zt}:

1. Domain Name System

Domain Name System (DNS) ' Client Server model 9|4 Z}&3lt}t, o] AL transport
layer communication 82 UDP protocol & A}F&3%t}. DNS + hierarchical domain based
naming scheme = A}F&3It} DNS server & ZHAF [P =8~ 2 mapped ¥ Fully Qualified
Domain Names (FQDN)#} email addresses & -4t}

DNS server = FQDN & ##HA2E3SH, 17 mapped ¥ P o= 2=9 74 thA
S 93kth DNS & UDP port 53 & AR&3HC},

2. Simple Mail Transfer Protocol
Simple Mail Transfer Protocol (SMTP)2 M2 A} HAdS F5A5+=d Al&H}.

This task is done by means of email client software (User Agents) the user is using.
User Agents help the user to type and format the email and store it until internet is
available. When an email is submitted to send, the sending process is handled by Message
Transfer Agent which is normally comes inbuilt in email client software.

Message Transfer Agent uses SMTP to forward the email to another Message
Transfer Agent (Server side). While SMTP is used by end user to only send the emails,
the Servers normally use SMTP to send as well as receive emails. SMTP uses TCP port
number 25 and 587.

Client software = o]W| U5 Wk7] 93} Internet Message Access Protocol (IMAP)
POP protocols & A}-&-3+t}.
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User Datagram Protocol: TCP와 함께 데이터그램으로 알려진 단문 메시지를 교환하기 위해 사용됨.  DNS, IPTV, VoIP, 온라인 게임 등에서 사용.
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3. File Transfer Protocol

File Transfer Protocol (FTP) & Yoz Hd& ALs=d 7B dg AFRFHE
X2 EFo|r},

FTP uses TCP/IP for communication and it works on TCP port 21. FTP works on

Client/Server Model where a client requests file from Server and server sends requested
resource back to the client.

FTP uses out—of—band controlling i.e. FTP uses TCP port 20 for exchanging
controlling information and the actual data is sent over TCP port 21.

The client requests the server for a file. When the server receives a request for a file,
it opens a TCP connection for the client and transfers the file. After the transfer is
complete, the server closes the connection. For a second file, client requests again and the
server reopens a new TCP connection.

4. Post Office Protocol (POP)

Post Office Protocol version 3 (POP3)< Wl M ERE wdS HME7] 954
User Agents (client email software)ol] 28] Al&%+= Fask M HAA X2 & Fojg

When a client needs to retrieve mails from server, it opens a connection with the
server on TCP port 110. User can then access his mails and download them to the local
computer. POP3 works in two modes. The most common mode, the delete mode, is to
delete the emails from remote server after they are downloaded to local machines. The
second mode, the keep mode, does not delete the email from mail server and gives the user
an option to access mails later on mail server.

5. Hyper Text Transfer Protocol (HTTP)

Hyper Text Transfer Protocol (HTTP) is the foundation of World Wide Web.
Hypertext is well organized documentation system which uses hyperlinks to link the pages
in the text documents. HTTP works on client server model. When a user wants to access
any HTTP page on the internet, the client machine at user end initiates a TCP connection
to server on port 80. When the server accepts the client request, the client is authorized to
access web pages.

To access the web pages, a client normally uses web browsers, who are responsible
for initiating, maintaining, and closing TCP connections. HTTP is a stateless protocol,
which means the Server maintains no information about earlier requests by clients.
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XXVIII. NETWORK SERVICES
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1. Directory Services

These services are mapping between name and its value, which can be variable value
or fixed. This software system helps to store the information, organize it, and provides
various means of accessing it.

2. Accounting

In an organization, a number of users have their user names and passwords mapped to
them. Directory Services provide means of storing this information in cryptic form and
make available when requested.

3. Authentication and Authorization

User creden als are checked to authenticate a user at the time of login and/or
periodically. User accounts can be set into hierarchical structure and their access to
resources can be controlled using authorization schemes.

4., Domain Name Services

DNS 1is widely used and one of the essential services on which internet works. This
system maps IP addresses to domain names, which are easier to remember and recall than
IP addresses. Because network operates with the help of IP addresses and humans tend to
remember website names, the DNS provides website’s IP address which is mapped to its name from
the back-end on the request of a website name from the user.
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5. File Services

File services include sharing and transferring files over the network.

6. File Sharing

One of the reason which gave birth to networking was file sharing. File sharing enables
its users to share their data with other users. User can upload the file to a specific server,
which is accessible by all intended users. As an alternative, user can make its file shared
on its own computer and provides access to intended users.

7. File Transfer

This is an activity to copy or move file from one computer to another computer or to
multiple computers, with help of underlying network. Network enables its user to locate
other users in the network and transfers files.

8. Communication Services

1)Email

Electronic mail is a communication method and something a computer user cannot work without.
This is the basis of today’s internet features. Email system has one or more email servers. All its
users are provided with unique IDs. When a user sends email to other user, it is actually
transferred between users with help of email server.

2)Social Networking

Recent technologies have made technical life social. The computer savvy peoples, can
find other known peoples or friends, can connect with them, and can share thoughts,
pictures, and videos.

3)Internet Chat
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Internet chat provides instant text transfer services between two hosts. Two or more
people can communicate with each other using text based Internet Relay Chat services.
These days, voice chat and video chat are very common.

4)Discussion Boards

Discussion boards provide a mechanism to connect multiple peoples with same
interests. It enables the users to put queries, questions, suggestions etc. which can be seen
by all other users. Other may respond as well.

5)Remote Access

This service enables user to access the data residing on the remote computer. This
feature is known as Remote desktop. This can be done via some remote device, e.g. mobile
phone or home computer.

6)Application Services

These are nothing but providing network based services to the users such as web
services, database managing, and resource sharing.

7)Resource Sharing

To use resources efficiently and economically, network provides a mean to share them.
This may include Servers, Printers, and Storage Media etc.

8)Databases

This application service is one of the most important services. It stores data and
information, processes it, and enables the users to retrieve it efficiently by using queries.
Databases help organizations to make decisions based on statistics.

9)Web Services
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World Wide Web has become the synonym for internet. It is used to connect to the
internet, and access files and information services provided by the internet servers.
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